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,” FORTILABS UK v Resources - Contac Be@ETBS - Maltego Classic 4.2.11
a x4 Akl Investigate View Entities Collections  Transforms  Machines  Collaboration  Import | Export ~ Windows
O 8 CoarGraph| s | oo | QB | B EAFOR o e

Copy Paste ¥ Cut " | @mer v | Quick Findin| Entity ™% ®
" X Delete Find Files | Selection > NA @<= Q

Files havelbeen

Twitter User List

encry pt@j\' I

Affiliation - Linkedin

Pay 300 BitCoins on www. YOuwvi nscammed.com to receive your code R ~ o P X Q R -

= Tracking 5
* google.com r3---sn-0097znlk.gvtl.camn fédigegtor.gutl.com 8907ecd8h76b6823705507249d9f9221c 172.217.0.35

Bank Account
o 0 0 ]
194.12.73 172.217.164110 172.217/164.99 172.217.6.78 216.58.194.174

MAC Address X A D
¢ MISPEvent

Flight Number

identification Number

Passport Number

o N ' 1396

51.195.11

Vehicle Registration

- Relationships
- Incoming

VIN Number

= Transportation

. Motorbike / Bicycle

Boat/ship ‘ - Generator detail
e _ / S Source 1406

i sckormelit 1‘ = file: _: Hub Transform...

Plane BizCard.exe -Properties
Type
b oot . 0 . " id 14
"’:""‘"b Transform Search in MISP returned with 1 entities (from entity "1406") =Dynamicproperties
rosecties fred ‘ Transform Search in MISP done (from entity "1406") uuID J
Running transform To A1l on 1 entities (from entity "1406") Event info c
Transform To A1l returned with 25 entities (from entity “1406") # attributes
Blade Transform To A1l done (from entity "1406") # objects
Running transform To Related Events on 1 entities (from entity "1406") -Graph info

Train

Bio Weapon
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NHIES A Q2 7tA|/d =8 : FortiGate / FortiSwitch / FortiAP

Internet
FortiGate
> FortiSwitch
~ 0
/;\ Fort’|SW|tch Fort|SW|tch — Fort|AP
PLC, RTU, DCS PLC, RTU, DCS
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NHIES A Q2 7tA|/d =8 : FortiGate / FortiSwitch / FortiAP

Yx AlselEl mj=gy

R

PR at *;P__mc '
/ S— 1
=25 24 o T __N
- i @

o

FortiGate

=] HuE]
ol 34

e T L
1 Xa - () c——p (te)
] | Gl

‘:'/ (©)
FortiSwitch |

(=)

o

e
s
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FortiAP !
1
1
1
Q 1
1
1
]

& 192.168.1.51
,/
Device 2= WINDOWS-S2ECD7M
MAC Address 00:01:23:42:4€:83
IP Address 192.168.1.51
Online Interfaces *E OTVLAN
(¢ $524DN4K17000110:port3)
Hardware Schneider Elect / Energy
() Windows /7
Detected By & FortiGuard loT detection service
Jalreley & FortiGate-Firewall
¢ §524DN4K17000110
- WINDOWS-S2ECD7M
Sessions 1
Bytes (Sent/Received) 3.74 GB |

Bandwidth

78.37kbps

Packets (Sent/Received) 48.86 MB I

<4 Firewall Device Address = 4 Firewall IP Address = @™ Quarantine Host
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NHIES A Q2 7tA|/d =8 : FortiGate / FortiSwitch / FortiAP

HA: Primary Fi,.., =
Q Port & port24
Fortiswitch = 14F_APP_TOR [S224DF3X14001062)
FortiLink Stack: M Lok Up
Mative WLAN X 14F EBC_Metwork
£ 14F TELCO.TOR(S424. | & | L0 v ane o e
& port22 Speed 1000 Mbps (Full Duplex)
© port2é PoE Status & Enabled
/_ 5TP Status M Forwarding
Power Status ¥ Searching
14F_APP_TOR (5224DF.. H Used Pawer 000w
BAC-LAG Peer
£2 1024D_BB2 (F51D243. /_
— @ port24
@ portl
@ portd Port & port24 Port @ port2é
& 14F_EBC_ISFW-2 @ port2 FortiSwitch B 14F_APP_TOR (5224DF3X16001062) FortiSwitch 5 F5-MA26E-FPoE (5426EFTF 19000055)
i MC-LAG © part3 Link Up Lirk Up
e TESTFL © oorts Mative VLAN %8 14F EBC_Metwork Mative VLAM %8 14F_EBC_Metwork
Allowed VLANS  =§ ginMC-LAG Allowed VLANS  =§ gin MC-LAG
e Speed 1000 Mbps (Full Duplex) B Speed 1000 Mbps (Full Duplex)
PoE Status & Enabled STP Status -:25
£2 14F SAA TOR (S2240F... | % TP Stabus W Forwarding
& port20 | | PowerStatus ¥ Searching
© port2s Used Power 0.0

AER
- © Fortinet Inc. All Rights Reserved. 9
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NHIES A Q2 7tA|/d =8 : FortiGate / FortiSwitch / FortiAP

Diagnostics and Tools - FP421E-2257-0Office@ 14F

e

FP&21E-2257-Office@14F 2 General
&2% CPU Usage

Serial Mumber FP421E3X17002257
&% Memory Usage
Base MAC Address 9:sciacfa:s3ia8 lan1
Status o
Country/Region KR & Radiol-24GHz
Connected Via = To-15F-Ext-FW (port40) 4 Interfering 5510
IR Ciients
Pva Address 172.16.14.31 I channel Utilization
Uptime 1d 11h 5%m 155 & RadioZ-5GHz
Version v&.4 build0460 € 3 Interfering 35105
—— . 11 Clients - 3
REglstration REEIST.E'E‘ISI = “hammal | Filratian — mma
: .
Performance | Clients | Interfering 5510s | WiFiMap | Logs | CLI Access giv=nig bl EGEGRAEN WLAM Probe I_l
Analysis FR421E-2257-
: 4
Office@14F

Signal Interference

Persistent |

Transient

dBm

- © Fortinet Inc. All Rights Reserved. 10
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2)32ak akEa| Ml23t: FortiGate / FortiSwitch
Ip WolH HM  ofEF2|AHo|M Hof U
ips7t HEEE ErfEo=z
FortiGateO CHSH MZ2HEl MO HE.

I I I FOI"[iGate OrtiGate

vian 1
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Level 2
Supervisory
Control Network

Engineering
WorkStation U7 _ QD @ Operator PC

Level 1
Process Control
Local Area Network

Programmable
Logic Controller #1
Programmable

| | Logic Controller #3
*._ Programmable
+ Logic Controller #2 T

Level 0
Physical Plant Floor
Instrumentation Bus Network
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2. M 287/ SH0| Mot BE|W S24H A7

ILF| 4l
£ FortiGate-Firewall VDOM: € root~ > @~ N2~ %

& s 7] [ s a @ | ccizo o |

&4 YEH3 O T Ty

ol§ ol SE{X] QlE{H0| & e 27| JREES Hiokm2ne ufo|E R A EY 1
L LR . - i
T OTVLAN10 Oi0|32 {2HE = OTVLAN 10 (OTVLAN) > OTVLAN 10(OTVLAN) = Schneider HMI_192.168.1.51 [ Schneider PLC_192.168.1.31 @ OT Modbus TCP_ 502 [ OT oiZ23i04 6.79GB 3 88,794,309 1
o e e DS fREESISDOCHON e
29 B
el IT zone to OT zone M ITZone (wan1) [# OT Zone [port2) Bal Bal @ ALL 8 certificate-inspection 432GB 158 48,039,408
IPwd DoS &
OT Zone to IT Zone # OT Zone (port2) [# 1T Zone (wan1) Bal Bal @ ALL Il Demot 153GB 11 4,431,850
=3 pemot
I or o270/

OT ERLx|
n custom-deep-inspection

sws FortiGate-Firewall VDOM: € root ~

HESH3
) ) Absolute Date/Time 4% 1P SEXIP HE2|AH|0|M 0|5 &1} =
) Q23 e e e T YIYEs
e 2022-01-2401:17:19 192.168.1.51 192.168.1.31 & Modbus_Read.Holding.Registers v 129GB/2.51GB OT-VLAN10 00132 HI9E (13) | [

2022-01-24 01:15:19 192.168.1.51 192.168.1.31 & Modbus_Read.Holding Registers v 129GB/2.51GB OTVLAN10_ O}0|32 HITE (13) |
]
2022-01-2401:13:19 192.168.1.51 192.168.1.31 @ Modbus_Read.Holding.Registers v 129GB/2.51GB OT-VLAN10_OHC|2 2 H|OHE (13) 1
]
WiFi 2 A9|%| HEEH 2022-01-2401:11:20 192.168.1.51 192.168.1.31 & Modbus_Read.Holding.Registers v 129GB/2.51GB OT-VLAN10_ O |22 HIOHE (13) :
A|AE] 2022-01-2401:09:20 192.168.1.51 192.168.1.31 & Modbus_Read.Holding.Registers v 129GB/251GB OT-VLAN10_ 0|2 2 HIOHE (13) :
1
: AlREE| IEE] 2022-01-2401:07:20 192.168.1.51 192.168.1.31 @ Modbus_Read.Holding.Registers v 129GB/2.50GB OT-VLAN10 OIO|2 2 MOHE (13) 1
1
BIOUEHTAM 2022-01-2401:05:20 192.168.1.51 192.168.1.31 & Modbus_Read.Holding.Registers W 129GB/2.50GB OT-VLAN10_ 0|32 HOHE (13) :
ZgC Eglg g 2022-01-2401:03:20 192.168.1.51 192.168.1.31 @ Modbus_Read.Holding.Registers v 129GB/2.50GB OT-VLAN10 00|22 M OHE (13) :
T T T L T T T T T T YO T T T OTOTOCTTT T T T T YT T T T T O T T YT YT TTT T TOTYT YT O TTTTT OTOYTOTOT T T T YT T O TOT T TTYT T T TGT O OGTIOT T T T T T T O TTrT T O TOYT O T T T O TOYT T TIOTEOTOYTIOYTIOTIOTOTIOTOT
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3)UIER A E2lf|Y| SA|| : FortiGate NGFW(UTM)

HE|Yl FortiGate™ NGFW

A7 01 SD-WAN 2 3HH |

-

Jhed

ton

LEIEE |

OT/ICS &t 5}t |
(OT 01 Z 2|0 &)

cll HAl &3t | |

IPSec VPN
SSL VPN

+ (=
/ mlD
Q FW VPN

SD-WAN SSL. UT™M
Inspection

dm
Ql
Ht
re
rx
opo
|H
Hu
=
>x
Hu
kJ
ox
or
-4
rek

= Al=erE/ S AnckerEof| 2%t 7150] ZE[U FortiGate et of| S
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2. H|=2td/ S3of| Hetet ZE|UW &84 &7
)UIELA EcliT A : FortiGate NGFW(UTM)

CHl IIOIE S2M X E|Ul FortiGate™ Z}A|C} Bts}tH

9 54/ VPN 2153
(IPSec/SSL) IS¥
x| 0| ‘|.[:|- IPS = 7I%HE1
2 9 XHEH(PS) ’ OT =9t 9/3 o] atojMA X7t T
(Threat Prevention)
QI 2t A| ZLM|Cl E2FH(NGFW)
OLEIHHOI2 A L @
|.(‘) + 17 5 + + 4 = =S
]\ @
2 ZH St/ VPN OfZ2IF0lId  AXE O el MEBEA/A| SSL QIA &
(IPSec/SSL) bS[[0] (IPS) FIVETES (ATP)
A_HEtﬁ”'ﬁ(ATP) amn
SPU
O] A HI ¢
SSLEISRE S5, ot Mg DRNME D45 7
A ' . = = — =
= O ZOIE &84 7|50| FortiGate NGFW(ZAICH '&etd) 7|50 Sef
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2. M=t/ 80 Aeict ZE[U &5 A0

| -

3)UIES T Ecl| SA|| : FortiGate NGFW(UTM)

HotFFHO| ZTAE OT M= AL FH|

= 7 Technologies / = GE = RealFlex
Schneider Electric = conics = Rockwell

D D = ABB . InduSoft Automation
D * Advantech = IntelliCom - RSLEg

O 10 Y SIEEIL = Measuresoft " Siemens

ICS-CVE = CitectSCADA = Microsys = Sunway
(| PS) = CoDeSys = MOXA = TeeChart
= Cogent = PcVue = VVXWorks
= DATAC = Progea = WellinTech

= Eaton = ONX = Yokogawa

AalR
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2. M|=2td/ S3ol| Hehet ZE|U &F4 20
3)UIER A E2lf|Y| SA|| : FortiGate NGFW(UTM)

&= FortiGate-Firewall x
A =2etZ2ng INEIYE CHat 05 i
grE| HjO|2 A 20pR Lo W A O Other
HEEH W =g RERLERS B Windaows
=3} B Linux
HIC|2 ey b=
DNS 3
HE2AHI0[H4 HH
X :
Hu e 41 | schneider] x Q
o EE
0E+ AlZM ¥ CHAt = = == = -D ¥
oju®) e ________________I:_________________- Zhy Hat 0s =f CVE-ID
ICAP Schneider.Electric.Modicon.M580.0x20.Information.Disclosure : EEEE M Other @ xpct CVE-2018-7844 ‘
_ 1
H o{E2/AH 0|4 WEpy Schneider.Electric.Modicon.M580.0x20.0ffset.Out.of. Bounds.Read : EEEE ME Other @ Ect CVE-2018-7845
SSL/SSH HAt Schneider.Electric.Modicon.M580.0x22.Information.Disclosure : EEEE M Other @ Act CVE-2019-6806
- 1
O{E2/AI0]A Al I Schneider.Electric.Modicon.M580.0x34.Information.Disclosure | mmmm 22l0|HE  Other @ AtEt CVE-2018-7848 |
IPS A[ILIZ] . R : i : . .
Schneider.Electric Modicon.M580.Session.Authentication.Bypass | mmmm AMH Other @ At CVE-2018-7842
H Eg 2dEols ; : : 1 . _
Schneider.Electric.Modicon.M580.UMAS.0x6d.DoS || EEEE A Other @ At CVE-2018-7852
o T Eng oW s 1 _
Schneider.Electric. Modicon.M580.UMAS.0x11.D05 : [ [ [ [[] M Other @ At CVE-2018-7844
ICAP AtH
! Schneider.Electric.Modicon.M580.UMAS.0x20.DoS : [ ][] ] M Other @ Afct CVE-2018-7843
]
: Schneider.Electric.Modicon.M580.UMAS.0x25.D0S : EEEE M Other @ At CVE-2018-8757
1
: Schneider.Electric.Modicon.M580.UMAS.0x28.DoS | ammm M Other @ At CVE-2018-7853
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.............
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UEHAT E=2fE SA|

DS Filter

Apphoatian Con

Intrussod Preventon
Ernigdl Filter

S5L/55H Inspection
Vel Rating Overrides

Wieb Prafle Crerrides

FortiGateRugged 200

@ Dashboard

=% Sacurity Fabric
W Foartivies

s etwork

O System

P Palicy & Objects
B Security Profibes

=y

& User £ Devies

¥ \WiFi & Switch Controller

I M Log & Report

Forward Traffic
Local Traffic
Sniffer Traffic
Ewents
AntiVings
Wieh Filter
551

DS CQuery

ApphCation Contral

P4 Filters

# add Filter & Edit Filber

Delete

FortiGate NGFW(UTM)

Applecation: SCADA,

Filter Detadls

@ Block

202010716 14,1708

Botnet CEC

2020 01T 122738 2
I F 12273 2
J020/ 10016 14:20:24 ¥

S0R0I0I1E 141928 2

&

2020010716 14:1904 %

Q Add Filter

Severity

g

Profocc

TOFWrite Reguest. PLI

CPWnite Reguest PLL
Wirite. Reguest. PLL

5 TCRWWrite Rsguest PLC

CPWWrite Risgue-st PLC

Vit Raguest PLC

TP Reguest. PLL

WWrite Request PLC
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AL GA|/21H sF£44

0x
0

StuxnetOOIF—_F
o|-| .I_LED_EH

- MIRAI 24l - &4
145,000 IoT Merck & Co %E‘%
A SE($10)

| E HO

0= JQ

R ) &

SN 0%
e o

o—o—cy

gﬁe%fé;

1

XSt HE5| &

* Tampa
H20
Supply

ANE

e Colonial

. Trisis/Triton

0 JI0

Ho
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0¥ foh =

Sdliol3 Mo
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Shipping
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SHEYA s5Aet
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3. aHAQlo] & obd A ERR|/AIEE &2 M

—

- FortiSandbox / FortiAl / FortiEDR

FortiSandbox 2000E = File On-Demand

What are you loo i = = Y & ) _Ej_De_“’ﬂs_l

High Risk Ransomware ;
@8 Dashboard A gh Overview Tree View Details Action :
o monitored 1
s FortiView , ) ) ) _ I
Basic Information Details Information analytics 1
"P Network . analytics :
Job ID: 58927564642057659346 Filename: db34%b97c37d22f5eald1841e3c3%eb4_Taiwan TSMC Wannacry I
ﬂ Svstem blocked I
Status: Done Downloaded From: db34%b97c37d22f5eald 184153:89eb4_Ta'|wan TSMC Wannacry monitored 1
) bt e T e i
O VirwalMacl o Jan 24 2022 14:52:47 [lfscan tart Time: an 24 2022 14:52:56+09:00 1 analytics :

. 1 .
B ScanPolicy  giarted: Jan 24 2022 14:52:56+09:00 : can End Time: an 24 2022 14:56:18+09:000] analytics :
. T | blocked 1
rﬁ Scan Input Rated By: VM Engine [Al) otal Scan Time: 202 seconds analytics 1
1
Submit Type: On-Demand File Type: axe blocked :
R . T .co. ' jtored 1
URL On-Der Digital Signature: Mo VM Scan Start Time: Jan 24 2022 14:52:59+02:00 monitore :

1 | H
r Al Mode: ON VM Scan End Time: Jan 24 2022 14:54:41+09:00 analytics I
L. Job Queue analytics 1
SIMNET: OFF VM Scan Time: 102 seconds 1
Sniffer blocked 1
Timeout Value: 180 seconds File Size: 3723244 (bytes) analytics :
Device Virus Total: Q Embedded URL: 0 blocked :
- itored 1
FortiClient MDS5: db349b97c37d22¢5221d184123c892b4 monitore 1
analytics 1
Adapter SHA1: e889544aff35ffaf8b0d0da705105dee7c?7fe26 analytics :
Network Sh: SHAZ56: 24d0042104d4d54034dbcffc224b19a11F390082575aa6142304703480b blocked :
Quarantine = 11:41:14 I
blocked I
Malware Package e |

r 1 1)

H- © Fortinet Inc. All Rights Reserved. 22




3. M0 L AMHIAE ERR|/RITHE2A

—

- FortiSandbox / FortiAl / FortiEDR

=-= FortiAl 3500F FAI35FT319000019

& Dashboard

3% Secu rity Fabric

% Attack Scenario

& Host Story

) Virtual Security Analyst

Express Malware Analysis
Outbreak Search

Static Filter
Threat Investigation
+ Network
& System
& User & Device
ﬁ Log & Report

| M-

# Back Information View westigator Wi

@-VSAV&rdl’ct : Critical Risk

Sample Information

File 1D 78178

Feature Composition

Submitted Date 202201524 14:42:12 Last Analyzed

2022001724 14:42:14

File Type PE Fila Size 26616[26.0 KB)
L fB153747baeBbdac408
File Mame ATeel7i72151e Stuxne MDS 6F] | wT | fB153747bacBbdacdB8B3TeclF172151e
B,J- Industroyer t
SHAZSE |6 14635ec04f06F0cc833 Ld01RdFI113234boBf6fd 3B 30ac P47 IFdF P 5eedP3c555¢c
:ﬂl?;;?fc: ;:IT;U:E; ;;I:::; ,:':}-:-:E'SEE of SHAL | &) cb0793029c80c0bd05 FffB5de? 5648 19 T fdebd fd Feature Type
:J::def'lt::llef:i:i::r;I::]:;f;;:zeclﬁcaw s Detection Mame  W32/5tuxnet Altrorkit Wirus Family M i) .
Source Device
Device Type Manual Upload
Confidence level: aaaammmmmm 100.00% Metwork
This file was manually submitted to Virtual Security Analyst for analysis.
| Search | Q |
Date = MD5 File Type Detection Mame Device WD Attacker Wictim
2022701724 14:42:12 fBL53747bae8bdaedBAiTesl7172151a PE Qw22 stuxnet Alterkit | Manual Upload A A MR
2021712709 18:35:25 fBL153747bae8bdaedBAiTesl7l72151a PE Q, W32/ 5tuxnet Altrrkit | FortiGate-Firewall froot 192.168544  192.168.14.71
2021712709 16:58:54 fBL53747bae8bdaedBAiTesl7l72151a PE Q W32/5tuxnet. Altrrkit | Other Device Elobal 192.168544  192.168.14.71
2021/11/2101:55:41  £fB153747bae8bdaedBAiTeal7172151a PE Qw22 stuxnet Alterkit | Manual Upload A A MR

© Fortinet Inc. All Rights Reserved.
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3. WMSY0] Y O AE ER|/RIEL S

- FortiSandbox / FortiAl / FOrtiEDR

T¥ SETTINGS v VENTORY ADMINISTRATION () ®  Protection v jongsuk ~

APPLICATION DETAILS

EE NS NN NSNS NN SN NSNS NSNS NSNS EEEEEEEEEEEEEEEEEEEY
Policies

Policy Action

If | vendor is within 0 vendor Under E Default Communication Control...» =1 Deny Save and Enable [: Can )

E Default Communication Control ... FERmnET Allow  According to policy

Servers Policy Fommner Allow According to policy
APPLICATION WEMDOR REPUTATION WVULMERAEILITY FIRST SEEM LAST SEEM

Isolation Policy Fommner Allow  According to po
Unknown

= Host Process for Windows Ser... Signed Microsoft Corporation 08-Jul-2020 02-Jun-20...

|| Bl

Unknown

10.0.18362.1 (WinBuild.1... 08-Jul-2020 25-Apr-20...

10.0.14393.0 (rs1_release... Unknown 08-Jul-2020 14-Jul-2020

-

Of = 2|# 0] 0] CHiet

10.0.19041.1 (WinBuild.1... Unknown 11-5ep-2020 11-May-2...

10.0.19041.546 (WinBuild.. Unknown 16-0ct-2020 02-Jun-20...

.1.7600.16385 (win7_rtm

QUL TS E Off- A2

Speech Model Download Execu..  Signed Microsoft Corporation

Unknown 06-Apr-2021 06-Apr-20...

=H E Jul o
- -Jul

Unknown 08-Jul-2020 25-Apr-20...

:& 0’ soft Cx;orti%H _E} Hoxi E 08-Jul-2020 26-Mar-2...

elulkiorls Ot hati 1 08-Jul-2020 07-Apr-20...

“ADVANCED DATA O-I % El ?-" OI @

<)

$-Ii"l'q

APPLICATION INFO APPLICATION USAGE DESTINATIONS

Application Description: Host Process for Windows Services

Total System: 18390 connections  day P CONMECTION TIME COUNTRY

fi
First Connection Time: 08-Jul-2020, 06:32:44 yuhanchem FFF sz conneoons sy 20.44238.154 25-Apr-2021, 14:12:02 G singapore

Last Connection Time: 02-Jun-2021, 04:17:01 Default Callector Group T 17086 cannection: / day 5211415932 25-Apr-2021, 14:11:33 S United States

Process Mames: WDeviceWHarddiskVolumed¥Wwindows WSy stem3 2Wsvchost.exe (TSCSASTFS ..

WDeviceWHarddiskvolume1¥Windows¥System32¥svchost.exe (619652842,

52.114.128.10 25-Apr-2021, 13:58:36 S United States

And 3 more.. hore...
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- FortiSandbox / FortiAl / FortiEDR

= J|E ATP A|AHICI =2l |3 Sl

| e WF...AJW oS

g Pa rty

EVlrusTotal
ALIEN VAULT
ANOMALI

Solutions
SOC, K Qr2tH|

Geolocation E} ZHH|
P 2N

XF“JMI
X o|o] =t

S S S - — - -

-
(©]
=
=
=
(1]
~+
>
o
—

~~
>

N

FortiAl

rcmw 121 oz

25 30 35 (KEEE AAH Al
Time(Minutes)

AalR
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4. 9t VPN 24 2 VPN

- SSL VPN with FortiClientEMS

= NEZEZAEZINA) EjO £
- Windows 10
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