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Email Security S5FM a4l 7|5

Email security refers collectively to the prediction, prevention, detection and response framework used to provide attack protection and access protection for email.
Email security spans gateways, email systems, user behavior, and various supporting processes, services and adjacent security architecture. Key capabilities of the
market include Network Sandbox, Content Disarm and Reconstruction, URL Rewriting, Time-of-Click Analysis, Web Isolation Services, Display Name Spoof Detection,
Domain-Based Message Authentication, Reporting and Conformance on Inbound Email, Lookalike Domain Detection, and Anomaly Detection. The growing problem of
phishing and impersonation can be reduced through education, social graph impersonation filtering, improved indicators of identity in email and suspicious email workflow

along with email security solutions - Gartner peerinsights.

Content Disarm and Reconstruction

URL Rewriting
Time-of-Click Analysis Web Isolation

Network Sandbox

Phishing DILP Impersonation
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System Engineer : -
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[@ X | = O =
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IBE(Identity Based Encryption) Authentication &8

FortiMail VM04 FortiMail

&8 Dashboard

| EortiView 5 Identity Based Encryption )

€ Monitor > Enable IBE service @ Register New User

o System 5 IBE service name: | Identity Based Encryption User email: john@b.com

\ User registration expiry time (days): EI Language:  English ~

‘ Domain & User > i T H 5 Time zone:  (GMT+1:00)Amsterdam Berlin,Bern,Rome, Stockholm,Vienna + . .

!: Policy ) User inactivity expiry time (days): Identity Based Encryption
Encrypted email storage expiry time (days): Gt BB ohn - :

£E Profile > Pa dreset expiry time (hours): gstoame: cmitn Token Verification Setting

& security , ssword reset expiry time (hours): ser emai: otn@d com
Allow secure replying O Password: «e

& Encryption ~ Allow secure forwarding » Confirm password: ‘.| Verification email: ‘JOHH@D com |
Allow secure composing [® Token is not required to register user's own email address.

S/MIME IBE base URL: |

|3 Data Loss Prevention » "Help" content URL: |

B Email Archiving > "About” content URL: | (AL A AT (o R Copyright © 2020 Fortinet, Inc. Al Rights Reserved.

E Log & Report 5 Allow custom user control @

Password

Authentication Settings Identity Based Encryption

Password Only
Authenticationmode: | Password Only One Time Secure Token

Two Factor {Password + One Time Secure Token)

Token Verification Setting

User email: john@b.com

Notification Settings

Phone number: |

(P Send notification to sender when message is read Edit..

(P Send notification if message remains unread for | 14 dayl(s)

Notification to sender Edit...

Copyright @ 2020 Fortinet, Inc. All Rights Reserved.
Motification to recipient Edit...

OTP(Email or SMS)
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IBE(Identity Based Encryption) I & =4I

€28 |dentity Based Encryption x  +

C A Motsecure | 10.22251.80:10405/medule/semailf.. @ % # @ & QO | @

From Me <a@a.com> W © Reply 2 Forward (3 Archive ) Junk m Delete — e - o x
i Identity Based Encryption [Heip] 823 Encrypted Email (1) - Gt X
Subject Secret Message - - -
(& C | A Not secure \ Ritps://10.220.0.90:10401/m/webmail/Webmail. htm #/mailbox/SecureMail?mess... ¥ é
To Me <john@h.com> W B 2

To: john@b com FDI"tiMall iohn@b.com

Subject: Secret Message

Password: |----|

X W & B - i |

Forgot the password?
[®) Subject: Secret Message
From: a <a@a.com=
To: john@b.com
Date: Jun 13, 2018 11:18:33 AM

You have received a secure message

Read your secure message by clicking the link below,
launched and prompt you to log in.

Copyright © 2020 Fortinet, Inc. All Rights Reserved

Hi
P d H F *I This 1s an important information regarding our business strategy:
. . \’\’ = asfsdafida
Click this to access the secure message ass o * sdfasfsa
Allan

If you have concerns about the validity\SQilais message, contact the sender
directly.

About FortiMail Secure Message Service Identity Based Encryption

Identny, = Encryption

From: a@a.com
 a@a.com To: john@b.com

To: john@b.com Subject: Secret Message

Subject: Secret Message Sendtoken by:  Email ~ jo**@b.com
Send token by: | Email + jo™@b.com ‘ Token: 20847316
Send Token Verily Token

Atoken has been sent to jo~"@b.com

b
e
=
110
1
>

Herog &

Of>

Resend (45)

Copyright @ 2020 Fortinet, Inc. All Rights Reserved. Copyright @ 2020 Fortinet, Inc. All Rights Reserved.

Token HHAl
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DLP(Data Loss Prevention) 8 & E3t

=ERTINET

Scan Condition

Condition:

Attachment

v

contains

doesn't contain
matches (regex)

is password protected
contains sensitive data
matches file filter

is present

is not present

contains

v

DLP AAIx=#H

Fingerprint

Mame: IntProperty

Description:

File list (Maximum file number is 10)

4 New.. | Tif Delets

Name
2407FC554628 pdf
2811TM299583 pdf
32740G381994 pdf
35640VKT 29599 pdf

Last Medified

Tue, Sep 13, 2020 13:535:38 CEST
Tue, Sep 13, 2020 13:55:38 CEST
Tue, S5ep 13, 2020 13:55:38 CEST

Tue, Sep 13, 2020 13:35:38 CEST

Fingerprint Status
Generated
Generated
Generated

Generated
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A\ .
\ FortiGuard Labs

r-r--—--—-—----"-"=-"-"-"=-"=-"="="="="="=""="=—=—=—"=""="""""%RNNY\\JVJ I~ " -""=""="""=""=""="="""=""T—T-Tmmmmmmmmmm== 1
: Security Updates :
: Intelligence Sharing :
I I
I I
I _ _ I
I " b I
I I
I . P I
; FortiSandbox ~ _ :
: - - ~ ~ :
1 File Submission/ ﬁeal time Intelli Upd ? File Submission/ [
I Result 7 - gence Upaates ~ Result I
I P . [
I - S o I
| -~ ~ |
[ = S o [
4 o @ -~ —
. Block Objects @ File Quarantin\e\ |
\/\/\/x /‘. / FortiClient (aTp Agent)
g 3rd party JEndpoin_t Agent ¢
. e . . . . |Json:apt |
FortiGate/FortiMail/FortiWeb/FortiADC/FortiProxy/ICAP Device @ o tine
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Inbound O|H| & B0t OfL|2} Qutbound O|H| Q| CHEH AAF =H

INBOUND ACTIONS @ @ @

Block Block Block Block Apply Policy Archive
DDoS DoS DHA Spam and  Viruses, Spyware to Company “Good” Email
Attacks Attacks Phishing and Malware  Email Content Content
OUTBOUND ACTIONS
@ SMTP
Protect Block Block Apply Policy Archive Block
Network from Spam and  Viruses, Spyware  to Company  “Good” Email -
e _ Spam Zombies
RBL Phishing and Malware  Email Content Content and Bots
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Fortinet Email ATP

x4 S CHE5t7| fI2t Fortinet Ol ATP M &2 EFH

At EEMOZ O|HYLE S| = O =2 HH(AS, AV, CDR &)

Q Fortinet Security Fabric 3= &9 A7t Intelligence &7 X AT

A O|HYS Edlf S E= URL EHX|(Rewrite, Remove, Time of Click)

Q Inbound 2t OtL| 2t Outbound M 0]l CHTE A AL =2t

Q0 BEC(Business Email Compromise) & EHX|

3 IBE(Identify Based Encryption) 7| Xl&

Q AFEAE 2HO[d A BlO| SR /AT ER 0 950 [HE 2o|dA FH HE
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